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Under the Federal Bank Secrecy Act, the U.S. Treasury 
Department was given the authority to collect 
information about financial accounts held anywhere 

outside of the United States. Financial accounts are broadly 
defined, covering bank or brokerage accounts, commodities, 
futures and options, mutual funds, and many other kinds of 
securities, insurance policies with a cash value, and any other 
accounts which are held with a foreign financial institution. 
The Act was aimed at ensuring that U.S. law enforcement 
and tax agencies could acquire information about accounts 
which might be used for illegal purposes, such as money 
laundering, drug or weapons trafficking, and tax evasion. 
However, to accomplish this goal, the Act casts an extremely 
broad net. The Internal Revenue Service is authorized by 
the Financial Crimes and Enforcement Network (FinCEN) 
to collect this information and administer penalties to those 
who fail to comply with the Act.

Under the Act, U.S. persons who have a financial interest 
in or just signatory authority over foreign accounts with a 
total combined value of $10,000 U.S. in any given  year are 
required to file FinCEN Form 114, Report of Foreign Bank and 
Financial Accounts, known as the “FBAR.” The FBAR form 
must provide extensive information about each account, and 
it is generally due by June 30 of the following year, with no 
extensions available. Failing to file the FBAR properly and 
report all accounts can result in draconian penalties. Each 
separate account which should have been reported counts 
as a separate violation. Penalties for non-willful violations 
are up to $10,000. If the violation is determined to have been 
willful, the civil penalty can be up to the greater of $100,000 
or 50% of the value of the assets in each unreported account, 
and criminal penalties of up to $250,000, 5 years in jail, or 
both, can also apply. If multiple parties all have powers over 
or interests in the same account, each individual party has 
an independent obligation to report it. Compliance by one 
party does not excuse failure on the part of other parties.

In April 2014, the IRS released an updated Reference Guide 
on the Report of Foreign Bank and Financial Accounts. The 
updated Guide contained a new example regarding what 
type of power over a foreign financial account created a 
need for the power holder to file the FBAR. This example 
was unexpected, and has led to concern among estate 
planning attorneys. The example  describes a U.S. resident, 

Megan, who holds power of attorney over her elderly parents’ 
Canadian accounts. The example states that the power of 
attorney gives Megan signatory authority over the accounts 
and thereby creates the need for her to file the FBAR and 
report her parents’ accounts, even if she never exercises the 
power of attorney.

Most well-drafted general powers of attorney give the power 
holder (the “agent”) the authority to act with regard to the 
financial accounts of the person who grants the power 
(the “principal”), and this authority will generally constitute 
“signatory authority” as defined by the Act. However, in 
many cases, the agent is not even aware that the power 
exists unless the principal actually becomes incapacitated. 
Even those who are aware they have been named agents 
may still not be aware of the principal’s assets if they have 
not had to act on the principal’s behalf.

The IRS has not issued anything which clarifies the extent to 
which lack of knowledge may protect agents from penalties 
for failing to file required FBARs, or how broadly the term 
“power of attorney” will be interpreted with regard to foreign 
financial accounts. There are many good reasons to hope 
that this situation will be resolved, and it is generally desirable 
to ensure that a general power of attorney gives the agent 
authority over as many assets as possible. However, until the 
IRS provides more information about how this new example 
will be interpreted and penalties applied, estate planners 
need to consider how to address this issue and reduce 
the risk of creating big problems for innocent agents. The 
simplest option may be to have powers of attorney explicitly 
state that the agent is not to be given any power which would 
be deemed signatory authority over any foreign financial 
account. Planners who don’t use this option should consider 
others, or at least discuss with clients the importance of 
ensuring that they provide their agents with annual notice 
about any foreign financial accounts the clients have, and 
of any reporting obligation the agents may have as a result.
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The Legal Minute column will feature topics related 
to recent case law, rulings and general legal subjects 
and is intended to stimulate discussion on broad 
legal matters relevant to members.
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Tech Talk

POWERS OF ATTORNEY
How to Avoid Potential Agent Liability with a Quick Fix

Imagine this: It’s 5:00 PM on a 
Friday and you just completed 
a deposition.  You grab your 

carry-on and race to the airport 
to catch the last Delta flight 
home.  A couple of hours later, 
you settle into your seat and 
discover that your tablet has 
not made it onto the plane! 
Tablets are quickly becoming 
an essential litigation tool, but 
they carry unique risks.  Below 
are some observations on how 
tablets are changing litigation 
and tips on how to best mitigate 
risks from loss or theft.

Tablets, the laptop and 
paper replacement
One of the most attractive 
features of tablets is their size 
as compared to laptops.  In 
the deposition context, court 
reporters are now able to stream 

real-time transcript feeds to tablets, thereby eliminating the 
bulky laptop sitting between the questioner and the witness.  
A number of attorneys have also begun using tablets to 
present exhibits to witnesses, eliminating bankers’ boxes full 
of documents.
• Tip: Request real-time in advance and let the court 
reporter’s agency know you would like to use a tablet for the 
real-time feed.
•  Tip: When using a tablet to present evidence, coordinate 
in advance with the opposing counsel and the court reporter. 
The reporter will not have physical exhibits to attach to the 
transcript, so you will need to send over copies of the marked 
exhibits.  Be sure to have opposing counsel agree the tablet 
itself is not evidence.

Protecting information and using the Cloud
The increased adoption of tablets in litigation carries with 
it a heightened risk of unauthorized access to data and 

the device itself. With regard to accessing the tablet itself, 
many tablets are now capable of multiple layers of password 
protection, including biometric protection.  New iPads scan 
fingerprints to allow access, and many Android tablets 
provide for facial recognition to allow access.  With regard to 
accessing data on the tablet, a number of practitioners now 
prefer to have no data actually on the tablet.  Instead, many 
attorneys leave documents in the Cloud and then use tablets 
merely to access them. This remote access ensures that 
copies of documents are not left on lost or stolen devices.
•  Tip: Biometric protections are typically disabled on tablets, 
so you’ll need to enable that functionality in order to use it.
• Tip: Many Cloud storage platforms allow password 
protection for documents and accounts.  Enabling this 
feature adds extra protection if an unauthorized person 
gains accesses to your tablet.

Finding the missing tablet
Several tracking features allow users and administrators to 
find missing devices.  Many law firms now use more robust 
solutions known as enterprise mobility management (“EMM”) 
software, such as AirWatch.  When installed on tablets, EMM 
applications allow administrators to find or even remotely 
wipe the device clean, so that no data remains on a lost 
device.
•  Tip: Enable the tracking feature, such as Find My Phone, 
on your tablet if you do not have EMM software.  That way 
you can find its location if it is transmitting a signal.  

Tablets make our lives as litigators a little easier, but come 
with their own set of risks.  The simple strategies above can 
help mitigate risks and allow us to better use our favorite 
tech tools.

WAIT, WHERE’S MY TABLET!
Losing the Litigator’s Favorite Tech Tool
By Kamran Jivani and Lindsey Yeargin
Alston & Bird LLP

Tech Talk was created to encourage discussion and 
provide relevant information regarding technological 
advances in the legal industry and the implications 
these advances have on the practice of law. 

The Official News Publication of the Atlanta Bar Association                                                                    November 2014     THE ATLANTA LAWYER     17

mailto:ldisalvo%40morgandisalvo.com?subject=
mailto:ldisalvo@morgandisalvo.com



